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Comparison of information security methods of information-communication
infrastructure: Multi-Factor Authentication

Abstract. Sensitive information was always one of the big trade-offs we always exchange
big secrets for small ones. On one hand, memorization of small secrets on the other hand
tons of services requires a dedicated secret for each one. And when one of the services will
be compromised it affects all services with the same password and credential. The main
purpose of this article is to discuss multiple factors and increase security trade-offs
differently. We will try to compare MFA (Multi-Factor Authentication), 2FA (Two Factor
Authentication), 25V (Two-Step Verification), and 1FA (One Factor Authentication) and
investigate the password-free future.

Keywords: MFA, personal data, cybercrimes, data leakage, vulnerability, verification,
authentication.
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Introduction

We now live in a reality where a password is not a guarantee of security and protection of
information. Most passwords can be cracked in a few minutes (hours, days, but anyway less than
eternity). No one wants to face stealing identity or some private information like accounting, financial,
personal (PII), or health data. [1, 2]

Usually, users don't want to memorize small secrets (in this context we mean passwords) and try
to write them on stickers and place them on their monitor.

For this situation, a solution might be a password manager to trade off a few small secrets with
one. For some workflow, we can protect this password manager with biometric protection like a
fingerprint or via face recognition. And this solution might work in the world without phishing attacks.
[3, 4]

To prevent this type of attack we can implement website address verification, and it might work
for attacks on the password autocompletion mechanism. But this doesn't work for social engineering
attacks.

Also, some experts recommend 2FA with mobile applications and TOTP (Time-based one-time
password) [5, 6] or HOTP (HMAC-based one-time password) [7, 8] one-time passwords. But this solution
doesn't work with spear-phishing in couple with social engineering [9].

We can try to improve our MFA application with push notifications and send push notifications
to verify user activity.

But this method doesn't work with multistep attacks and bombing users via push notification to
indulge and press accept access in pushes.

The rapid development of the IT sector leads to accelerated application and introduction of digital
innovations, and these innovations require highly qualified engineers who can implement those
innovations and build modern infrastructures and services.

As we all know in the world high demand for highly skilled engineers, but Universities can't

BECTHUK EHY umenu A.H. Tymunresa. Cepus mexnureckue HayKu 1 mexHoA0zul Ne 3(140)/2022 114
BULLETIN of L.N. Gumilyov ENU. Technical Science and Technology Series


mailto:Ruslan@v-office.org
mailto:a.s.abdiraman@gmail.com
mailto:nurusheva.assel@mail.ru
mailto:Laura.Aldasheva@astanait.edu.kz
https://search.crossref.org/?q=10.32523%2F2616-7263-2021-136-3-67-73+&from_ui=yes

R.R. Safin, A.S. Abdiraman, A.M. Nurusheva, L.S. Aldasheva

provide enough qualified specialists. Based on this statement we can predict a fast growth of consulting
companies and contractors who supports this growth for market makers [10].

The Cybercrimes landscape moved from standalone hackers to highly motivated teams targeted
to destruct companies' and governments' infrastructures, including critical infrastructure. Those actors
communicate and use different tactics and tools. Many of those tools is a legitimate tool for daily
automation and configuration duties. So that big part (in that case we can say that all of today's available
antivirus or endpoint detection and response tools) can't prevent those attacks.

In that article, we try to provide ways to avoid these risks and improve the security of companies'
infrastructure.

Methods

This article described the reasons and purposes for implementing a multi-factor/multi-step
verification process. And some pieces of historic information about the changes in the authentication
process.

As a starting point, we considered the article [11] about the Time-Based One-Time Password
(TOTP) Algorithm. This document describes the specification of TOTP (Time-based one-time password)
and HOTP (HMAC-based one-time password), in this document we saw a description of two types of
one-time password notation. A big part of this document describes generating one-time passwords from
predefined secret keys based on a time vector or event-based vector to verify accounts.

The most challenging task of describing this technology was the method of generating a strong
one-time password and trust’s legal provisioning relationship. This term means if I have something, and
I know something, and it means I am an authorized/identified person. This fact depends on something
that has physical nature for example hardware token or some smartphones (in that case mentioned
smartphone with some specific application. This application should not have access to the internet and
should run in an isolated environment to prevent leakage of secrets from this application), or smartcard;
but this something changes depending on time or usage factor.

For time-based secrets recommended time frame is equivalent to 30 seconds, this parameter was
chosen based on the security and usability equation. To decrease the effect of time drift issues (when
server and token have different time and requires synchronization) in most cases allowed to use two one-
time passwords earlier than the current which meant that we increase the time frame to 90 seconds.

As for HMAC-based one-time passwords, it synchronizes one-time passwords based on ticks and
allows only incremented one-time passwords from the generation vector.

For that case we can use a simple example of TOTP realization:

import (
«time»

)

totp := gotp.NewDefault TOTP([Jbyte(«secret key»))
timestamp := time.Date(2022, 05, 20, 11, 28, 13, 0, time.UTC)
code := totp. At(timestamp)

if totp.Verify At(code, timestamp) {
panic(fmt.Error(«invalid OTP code»))
}
In this example, we can configure the number of digits used for generation TOTP and this code
propose ways to correct time frames by VerifyWithinWindow(OTP, timestamp, validationWindow)
To provide a more detailed view of TOTP and HOTP realization, let’s deep dive to reference
realization of this algorithm in golang.

BECTHWK EHY umenu A.H. Tymunesa. Cepus mexnurecxue HayKu u mexHoA02u Y Ne 3(140)/2022 115
BULLETIN of L.N. Gumilyov ENU. Technical Science and Technology Series



Comparison of information security methods of information-communication infrastructure: Multi-Factor Authentication

HOTP:

type HOTP struct {
oTP

}

func NewHOTP(secret string, digits int, hasher *Hasher) *HOTP {
otp := NewOTP(secret, digits, hasher)
return SGHOTP{OTP: otp}

/

func NewDefaultHOTP(secret string) *HOTP {
return NewHOTP(secret, 6, nil)

/

func (hs *HOTP) At(count int) string {
return h.generateOTP(count)

/

func (hs *HOTP) Verify(otp string, count int) bool {
return otp == hs.At(count)

/

TOTP:
import «time»
type TOTP struct {
OTP
interval int
/
func (tm *TOTP) At(timestamp int) string {
return tm.generateOTP(tm.timecode(timestamp))
/
func (tm *TOTP) Now() string {
return tm.At(currentTimestamp())
/
func (tm *TOTP) NowWithExpiration() (string, int64) {
interval64 := int64(tm.interval)
timeCodelnt64 = time.Now().Unix() / interval64
expirationTime := (timeCodelnt64 + 1) * interval64
return tm.generateOTP(int(timeCodelnt64)), expirationTime
/
func (tm *TOTP) Verify(otp string, timestamp int) bool {
return otp == tm.At(timestamp)
/
func (tm *TOTP) timecode(timestamp int) int {
return int(timestamp / tm.interval)
/
In this part of this article, we discussed ways to provide ways to generate one-time passwords to
mitigate stealing user accounts attacks.

Results

As a result of the previous step, we prepare the two most popular variants of one-time password
algorithms. These algorithms provide us with ways to generate strong one-time passwords. In this
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paragraph, we move forward with the logical realization of these algorithms.
Figure 1 shows a generic architecture of generation time-based one-time passwords. This works
without any additions to the piece of code from the previous paragraph.

Client Time Shared Secret Shared Secret Server Time

t Cryptographic hash J t Cryptographic hash J

l l

Time-based OTP Time-based OTP
»{_ Is Equal
—
Authentication _— .
Allowed lAuthentication Denied|
Client Side Server Side

Figure 1. Architecture diagram generation TOTP

As we can see, all parts work independently and don't depend on others. One vulnerability is the
exchange of shared secrets, but in most cases, we can accept this risk because we do not simply exchange
secrets but verify the first generated one-time password after exchange. This simple algorithm provides
a big step to improve the security of the authentication process. We can stop worrying about stealing
passwords because without shared secrets and time stamps it is impossible to verify user identity and
access to a protected part of an application.

But as with every solution, a time-based one-time password has a weak side. For our case, it is
time synchronization, because with a different and not precise time on both sides we can't generate these
codes. In case when we don't want to worry about time synchronization, we need to move forward with
a hmac-based one-time password. This algorithm is provided in Figure 2 and is based on code from the
previous paragraph.
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Figure 2. Architecture diagram generation HOTP

Flow with HOTP looks better because we don’t affect by time synchronization issues, but at the

same time we need to count our security codes and save the counter to generate valid tokens.

Simple use of MFA mitigates phishing [12] and spear phishing [13] attacks those attacks provide

a possibility to steal login and password but MFA/2FA tokens prevent this risk.

chain.

The diagram in Figure 3 provides one of the possible examples of a multi-phase phishing attack
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Figure 3. Multi-phase phishing attack chain

For sure most phishing and spear phishing attacks for most users look like legitimate mails, for
example, phishing DocuSign mail in Figure 4.
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Please DocuSign: Payment.pdf

€ Reply & Reply All —> Forward
e @ S Reply D Reply Al Forward 73
(&) 1 there are problems with how this message is displayed, dick here to view it in a web browses

sent you a document to review and sign

@

Please sign the attached
Powered by DocuSign

Do Not Share This Email
This email contains a secure link to DocuSign. Please do not share this email, link, or access code
with others.

Figure 4. First-stage phishing email spoofing DocuSign

End-user followed by the link in the email will be faced with a login page for example as provided

in Figure 5.

Outlook

=" Microsoft

&« h g

Enter password

Because you're accessing sensitive info, you need to
verify your password,

sword

Forgot my password

Figure 5. Phishing page with username prepopulated

And after this step attacker moves forward and tried to attack new victims inside the organization.
An example of the email is in Figure 6.
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shared "Payment.pdf" with you.

@ . & . 0SS S =S @
Te 28/09/203

(i) If there are problems with how this message is displayed, click here to view it in a web browser.

=g

shared a file with you

Here's the document that shared with you.

Payment.pdf

[ Jml ]
This link only works for the direct recipients of this message.

= Microsoft Privacy Statement

Figure 6. Second-stage phishing email spoofing SharePoint
Discussion

There was described a few methods of MFA and 2FA authentication, all companies move forward
to the password-free future. As we can see the world has a few ways to propose MFA for every user, but
we need to remain a difference between MFA/2FA and 2SV (two-step verification) because in many cases
25V looks very similar, but it is different.

Many banks forced their clients to use SMS as a second factor, but the realization of this second
factor provided flow to reset user password with only access to SMS and knowledge something about a
user for an example ID number (this number not private information and has simple and well-known
generation rules). With these two components, we can reset passwords for all bank accounts in all ex-
USSR countries without any exception.

And as we discussed before, this is not a true way of using MFA.

Based on these statements and knowledge investigated earlier in this article we have enough knowledge
to check and prove the security of each service provided or don’t provide multifactor authentication
possibility.

Conclusion

This article describes a few realizations developed to provide secured access and minimize the
risks of phishing attacks. As described above lack of security awareness among users or employees
shouldn't affect the security of their and company data. New reality provides us with an opportunity to
work from home, to make our work-life reality more flexible and faster than was before, but new
challenges and threats make some changes to our daily routine and habits. That's not insane that's just
our new reality and we need to evolute in this new reality, like the first people in the stone age we need
to improve our habits, including new methods, and continuously move forward to the new challenges to
the new achievements.
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CpasHeHMe MeTOA0B 3aMThI MHGpOpMari MHGOPMAIMOHHO-KOMMYHUKAIIMOHHOM!
MHQPPaCTPYKTypPbl: MHOTO(paKTOPHasi ayTeHTU (UKL

Annoramms. KonpuaennmaasHas wuHpopmanms Bcerga Oblaa OJAHUM U3 BasKHBIX
KOMIIPOMICCOB, MBI BcerJa oOOMeHuBaeM Ooabllne ceKpeThl Ha MaadeHbkue. C O4HOI CTOPOHEI,
3allOMMHaH/e MaJAeHbKIX CeKPeTOB, C APYTOIi - IIpJ MHOXKEeCTBe CepPBICOB TpeOyeTcsl OTAeAbHbIN ceKpeT
AAsl KaxKA0T0 13 Hux. V Koraa ogHa u3 cay>k0 OyaeT CKoMIIPOMeTHpPOBaHa, 9TO IOBAMAET Ha Bee CAy>KObI
C OAVHAKOBBLIM I1apO/AeM U y4eTHBIMU AaHHBIMM. OCHOBHBIE 11eAM AQHHOM CTaThy - 00CYAUTH MHOXKECTBO
$axkTOpoB M paccMOTpeTh IOBbIIIEeHNe Oe30IacHOCTY KOMIIPOMMCCOB pasHBIMU criocobamu. Mol
nonbiTaeMcst  cpaBHuTh  MFA  (MHOrogaxropnas  ayrentudukanus), 2FA  (aByxdakropnHas
ayrentudukammsa), 2SV (apyxsranHasi mposepka) u 1FA (ogHodakTopHas ayTeHTHM)UKaAIUA) U
nccaesoBaTh OyAyiee Oes mapoeis.

Karouesnie caoBa: MFA, nepconaabHas nHpopMalius, KuOepIpecTyriaeHns, yredka AaHHBIX,
ySI3BUMOCTD, BepuduKamys, ayTeHTUKaIs.
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AKnapaTThIK-KOMMYHMKaIVAABIK MH(pPpaKypblabIMAa aKIapaTThl KOpFay 94iCTepiH CaabICTBIPY:
Koen@aKTOpAabl ayTeHTUPUKaIist

Anaarma. Kynms aknapaT spKaliladH MaHbI3AbI cay4a-CaTTHIKTBIH Oipi 604451, 0i3 9pKalllaH yAKeH
KyHIusaAapAbl KillIKeHTailAap¥a aybICThIpaMbl3. Bip >kaFblHaH, KilllkeHTall KyHusaaAapAbl ecTe cakray,
eKiHIII >KaFbIlHaH, KOeITereH KbI3MeTTep spKalChIChl YIIiH JKeKe KYIMAHBI KaXeT eTedi. KpisMerrepaiy
Oipeyi OysblaraH Ke3Je, 04 OipAeil MapoAb MeH TipKeAri gepekTepi Oap OapAbIK KbI3MeTTepre acep eTeAi.
bya MaxasanplH Herisri MakxcaTbl-KemnTereH ¢akTopaapabl TaAKblday >KoHe cayAa-CaTTBIKTBLIH
Kayincisairin ap Typai >xoamen aptreipy. bis MFA (xem ¢axrtoparpr ayrentnduxanmst), 2FA (exi
dakTopanl ayreHTHpUKanMs), 2sv (€Ki caTblabl Tekcepy) >KoHe 1fa (Oip ¢paxTOopabl ayTeHTMpUKaIIL)
CaABICTBIPBII, KYINs co3Aepcis O0aallakThl 3epTTeAiK.

KiaT cesaep: MFA, xxeke akIapat, KuOepKbLAMBIC, AepeKTepAiH aFybl, OCaaAbIK, BepuuKaIs,
ayTeHTU)UKaIIA.
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