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Abstract. Cyberpolygon is a platform designed to train students in the field of cybersecurity
in order to obtain professional skills. In this regard, Astana IT University created a project
aiming at the development of a cyberpolygon with various vectors for the exploitation of
cyberattacks. This project allows more than ten students to work on the platform at the same
time and gain Red/Blue teaming skills. This article provides a methodology for the development
of the Cyberpolygon platform. Further, through the Cyberpolygon, experimental training was
conducted among the students of the second year of study at Astana IT University, which
allows for solving real problems through the cyberpolygon. The performance testing and study
of the platform were carried out by the methods of comparative analysis.
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1. Introduction

Today, ensuring the information security of the enterprise infrastructure is the main task
of a specialist in the field of information security (IS). Indeed, in order to ensure and maintain
the cybersecurity of an enterprise at a high level, it shows the level of awareness of information
security employees. In this regard, students need not only theoretical skills but also practical
skills in detecting new information security threats. Therefore, the main goal of the development
of such platforms is to bring the level of education of students in the field of information security
from lectures and laboratory work to competitions between the “red” and “blue” teams. One
of the novel methods in training students within the educational program “Cybersecurity” is
the use of specialized cyber training platforms, where students can not only analyze security
measures by scanning IT assets for possible vulnerabilities but also bring the attack to its logical
conclusion according to a pre-compiled scenario written by teachers.

The significance of this research lies in the increasing significance of cybersecurity in today’s
digital world. With the ongoing adoption of digital technologies, the complexity of cyber threats
and attacks has risen, creating substantial risks for governments, organizations, and individuals.
As a result, there is an urgent requirement to cultivate proficient cybersecurity experts who can
comprehend, prevent, and minimize these threats.

It is important to note that the number of cybercrimes is increasing every year. For example,
according to analysts at Webtotem, by 2025, the cost of covering cyberattacks will reach about
$10.3 trillion. Today, small and medium-sized businesses are most susceptible to cyberattacks
due to the lack of specialists in the field of information security [1]. Figure 1 clearly shows the
statistics of the Computer Incident Response Service of JSC “Public Service” in the period from
July to September of the current year [2]. According to statistics [2] as shown in the figure 1,
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the largest number of cybersecurity threats in Kazakhstan falls on botnets, lack of access to IR,
malware, denial of service, unauthorized access and phishing.
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Figure 1. Statistics of incidents in the Republic of Kazakhstan in the period from July to

September 2022

The above cyber-attacks most often occur in connection with the transition of many business
processes to IoT technologies, therefore, attackers are trying to disable the infrastructure of
private and public sector enterprises. Therefore, the best solution to prevent IS threats is to use
Cyberpolygons in preparing future information security specialists.

A detailed technical description of the cyberpolygon, a comparative analysis among existing
learning platforms, areview of domestic and foreign cyberpolygons, the results of an experimental
study evaluating the effectiveness of the developed platform, and a detailed description of the
proposed teaching method are presented in the Results and Discussion section.

2. Results and Discussion

During the study, a review of existing cyberpolygons in the country and abroad was carried

out. Table 1 presents the existing cyberpolygons.

Table 1. Review of existing cyberpolygons in the country and abroad [3-7]

Name

Provider

Short description of the platform

Ampire

Perspective
Monitoring

Ampire cyberpolygon emulates a typical organization,
including banks, industrial enterprises, and offices, and the
various attack routes that can be taken. The facility comes
with a range of network templates, with the option of creating
new ones to suit client preferences. The attack scenarios are
continually updated based on real-life customer security
analysis by Perspective Monitoring. In addition, the SOC
model on the platform is based on the company’s years-long
work with clients.

BI.ZONE
Cyber Polygon

BI.ZONE

Sber and BI.ZONE, a member of the Sber ecosystem, organize
Cyber Polygon annually with the backing of Interpol and the
Cybersecurity Center of the World Economic Forum. The
conference offers a blend of virtual sessions, cyber security
training for business teams, and informative presentations
by industry specialists. High-ranking personnel from global
organizations also attend [4].
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Jet Jet InfoSystems The Jet CyberCamp was introduced to the market in
CyberCamp September 2021 as an internal development program initially
designed for training company employees in areas such as
conducting pentests and working in the 1st and 2nd lines of
the Jet CSIRT cybersecurity center. The cyberpolygon course
encompasses theoretical and practical classes that emphasize
the application of acquired skills. The training begins with the
sharing of expertise and problem-solving techniques by Jet
Infosystems professionals, ranging from pentesting to incident
investigations. Cyber students are then exposed to all aspects
of cyber threats, including attack preparation by hackers and
blocking such attacks. The scenarios used as cyber exercises
may involve investigating past attacks or preventing future
ones.

The Standoff Positive The initial cyber competition known as the oldest cyberpolygon
Technologies ~ of Russia began in 2011 as a CTF event held during the Positive
Hack Days forum. As the format evolved to address genuine
business problems, it transformed into comprehensive cyber
studies where the targeted infrastructure was relocated to a
simulation space for onlookers and participants to witness the
consequences of cyber-attacks, such as causing a train to derail
by penetrating the railway control system. In 2016, the first
cyber conflict between attackers and defenders took place in a
training terrain that replicated essential elements of an entire
city’s information infrastructure. Over time, the city became a
virtual nation that encompassed whole industries instead of

just individual firms.
Check Point CheckPoint The Cyberpolygon created by Check Point utilizes gamification
Cyber Range as a principle to increase the engagement of participants in the
learning process. It caters to both the attackers and defenders
involved in the confrontation. The training program focuses
on identifying and addressing vulnerabilities in various areas
such as operating systems, applications, and web applications.
Additionally, it includes education on utilizing Check Point
solutions to safeguard corporate networks against cyberattacks.

The analysis revealed that there are no cyberpolygons within the educational institution
of Kazakhstan. However, in Kazakhstan there is a TSARKA cyberpolygon [8], which is a
paid platform for training information security specialists. Likewise, Astana IT University
has developed a cyber training ground for training students in practical skills in the field
of information security. This platform allows more than 10 students to work on the system
simultaneously. The training ground was developed as a web application based on the classic
game “capture-the-flag” via bubble.io. In turn, bubble.io is a tool for creating multi-user web
applications without code.

In parallel with the technical and software implementation of the test site, a script for
demonstrating the assignment for students was also worked out. In order to increase students’
enthusiasm, the user interface of the cyberpolygon was developed on the basis of the famous game
“Stalker”, where the player, completing tasks along the way, will meet hints for finding “flags”.
The AITU Cyberpolygon interface consists of interconnected components such as challenges,
story mode, courses. That is, in the courses part, materials for self-study are provided, in the
challenges part, tasks of the easy, middle, hard, insane levels are prepared. Each task, depending
on the level of complexity, is evaluated by points. It is worth noting that a student can go to the
story mode part after completing the tasks in the challenges part and getting 300 points. In order
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to motivate students, an updated leaderboard has been developed, in which students can see
their names and the number of points they have scored relative to other participants. Figure 2
shows the user interface of the cyberpolygon « Taskyn alany lab».

The cybertraining platform is a comprehensive, interactive, and engaging learning
environment designed specifically for students of Astana IT University and the military
department to develop practical cybersecurity skills and foster collaboration among participants.
The platform features a range of hands on learning materials, a user-friendly interface, and a
modular and scalable architecture, making it a valuable resource for cybersecurity education.

TASQYN ALANY LAB WUcnbitanna

HAWMEHOBAHUE ™n NPOMAEHO
MAHENG

Diploma by ChatGPT Be6-cepsep

MCTILITAHWS!

Ropez BMHapHasi aKcnnyaTauysi

TABNWLIA PEKOPIOB
Look At The Entire CreraHorpacust

nPooMNS,
Magician Part 2 PeBepc-MHKUHNPUHI

S Where is Aitu.? OSINT
Welcome OSINT
The Highly Versatile CreraHorpacous

Integrated Base Defense Security System Be6-cepsep

Subscriber Be6-cepsep

Figure 2. Cyberpolygon user interface «Taskyn alany lab»

Key components of the cybertraining platform include:

1. Hands-on Learning Materials: The platform offers a diverse collection of Capture the Flag
(CTF) tasks, labs, and simulated attack scenarios, covering various aspects of cybersecurity, such
as vulnerability assessment, penetration testing, network security, cryptography, and incident
response. These materials cater to different skill levels and learning objectives, providing
students with the opportunity to apply theoretical knowledge in practical settings.

2. User-friendly Interface: The platform’s interface is designed to be intuitive, interactive,
and visually appealing, ensuring a smooth and engaging user experience. Navigation and access
to learning materials are streamlined, allowing students to quickly find and participate in tasks
and simulations that match their interests and skill levels.

3. Collaboration and Knowledge Sharing: The platform fosters a sense of community among
students by encouraging interaction, collaboration, and knowledge sharing. It includes features
such as chatrooms, forums, and leaderboards that allow students to communicate, discuss
problems, and learn from one another, enhancing their learning experience and preparing them
for teamwork in their future careers.

4. Integration with Existing Curriculum: The cybertraining platform is designed to
complement and enhance the traditional classroom-based cybersecurity education at Astana IT
University and the military department. By integrating the platform with the existing curriculum,
students can reinforce their theoretical understanding through hands-on practice, leading to a
more comprehensive grasp of cybersecurity concepts and techniques.

5. Scalable and Modular Architecture: The platform’s architecture is designed to be scalable
and modular, allowing for future expansion and customization as the cybersecurity landscape
evolves. New techniques, technologies, and threats can be easily incorporated into the platform,
ensuring that it remains relevant and effective in preparing students for real-world cybersecurity
challenges.
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6. Assessment and Evaluation: The cybertraining platform includes mechanisms for tracking
students’ progress and performance, enabling educators to assess the effectiveness of the training
and identify areas for improvement. Students can also receive feedback and recommendations to
help them refine their skills and address any weaknesses. According to Miller and Smith in their
article “Cyber Polygons: A New Paradigm for Cyber Security Training and Exercise”published
in the Journal of Cybersecurity, they introduce the concept of ‘cyber polygons’ as a new approach
to cybersecurity training. This paradigm emphasizes the importance of practical, scenario-based
training exercises that mimic real-world cyber threats, thereby providing learners with a more
realistic and engaging training experience.

Depending on the tasks and specifics, the cyberpolygon infrastructure usually includes
some application software / services that provide the main business processes. It can also be
not only software, but also specialized hardware solutions. The maximum proximity to the real
infrastructure ensures the quality of the cyberpolygon, but increases its cost. Companies must
maintain a balance in this matter.

As for the evaluation of the effectiveness and performance of the use of the cyberpolygon in
the process of teaching students, a study was conducted. This study involved 66 students who
were divided into two groups. The first group consisted of 29 students who completed the tasks
of the cyberpolygon with materials in the courses tab. In turn, the second group consisted of 37
students who completed tasks with the help of books [9-11]. To conduct an experimental study,
the tasks presented in Table 2 were selected.

Table 2. List of tasks

Task Level of difficulty Description of the task
Stalin For Hard This quest is about winning World War II and one small
Time event during that. This is called OSINT, and in the course of

the decision, we must come to the conclusion that Eugene
Holdey stole the watch as a trophy

Cable hard This task was focused more on programming. It was necessary

Castaways to write a script that would help untangle the wires and after
that they should have received a picture with a flag

Long story middle This is another OSINT task with elements of forensics. The

participant needed to solve various riddles and solve ciphers
in one stage in order to get a flag at the end

Stalker Easy This task is related to the game Stalker, which is due out this
year. And the participants had to learn and write down

Awesome Easy Participants are given regular music and with the help of

music steganography, they had to find a flag that was hidden in the

music itself

According to Table 2, tasks of the hard level were estimated at 300 points, middle - 150
points, easy - 100 points. The study revealed that the students of the first group perform tasks
faster than the second group. Here, Table 3 shows the login and points earned in the student
platform. It is worth noting that students used different logins to register in the system..

Table 3. Student results

Number of students Points scored
1 900
1 800
3 750
2 350
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3 300
12 250
7 150
8 100
30 0

As can be seen from the table of towers, 29 students who used the cyberpolygon materials
completed the tasks with a minimum score of 250. Students who completed the tasks with the
help of books [9-11] scored a maximum score of 150 of the easy level. In turn, the students who
used the materials of the cyberpolygon coped with the tasks of all levels. The histogram shown
in Figure 3 clearly shows the results of an experimental study:.

1000
900
800
700
600

400
300

Number of students
A
[==]
[==]

200

100 -
0

e

type of students
Figure 3. Ranking the results by points and materials used

It is worth noting that the term “cyberpolygon” is gaining more and more popularity as
a platform for conducting exercises for information security specialists. The main principle of
working on such platforms is built on the competitive effect between teams. The cyberpolygon
of Astana IT University is built based on the Stalker game of the same name.

3. Conclusion

The purpose of this article is to study and create a full-featured web application using
JavaScript capabilities in PERN stack with Bubble.io and the development of a prototype based
on it. The project consists of 3 huge parts, each technology required a significant amount of time
for detailed study and implementation of the idea. The basic concepts and main advantages of
using the stack are discussed in detail, followed by a detailed explanation of the implementation
process. The prototype created was an application for teaching students on the way to becoming
real hackers. The assigned tasks were strictly fulfilled. On the way to the release of this web
platform, a lot of new material was studied, and various programming languages were used,
such as JS, C++, Python, Java, PHP etc. It may seem that this is bad when a project has so much
diverse content, but there is an easy explanation behind it. The fact is that the web application
is fully written in JS (React]S+Node]S), as well as on bubble.io, the rest of the programming
languages were used on virtual machines or on a docker configured in our physical server on
the Windows operating system.
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CpaBHNMTeAbHbIN aHAaAM3 IPUMeHeHNs 11aT¢GOPMbI KMOepIIOANTOHA AAs1 OOy YeHsI
B 00aacTy K11Oep06e30MacHOCTH ¢ IIOMOIIbIO COpeBHOBaHMII «3axBaT (paara»

Aaust Abaupaman®, laypa Aagamena’, bexxan Japmenos’, Taaaann6ex Omyp3sakos’,
Aama 3akuposa’
I Astana IT University, Acmana, Kasaxcman

AnnoTtanms. KnGeprnoauron — »T1o maatdopma, INpeiHa3HaueHHas AAsl OOyYeHMs CTYAEHTOB
B o0aacTu KubepHe30InacHOCTU C IIeAbI0 ITOAYYEeHUs IPO(PeCcCHMOHAaABHBIX HaBBIKOB. B CBA3M C ®TUM
Astana I cosgaa mpoexT, HallpaBA€HHBINI Ha Pa3pabOTKy KMOepIIOAUIOHa C Pa3AMIHBIMU BEKTOpaMu
UCIIOAB30BaHMS KubepaTak. DTOT IIPOEKT I103BOAsSeT 0OoJee ueM JecATU CTyJAeHTaM paboTraTh Ha
naarpopMe OJHOBPEMEHHO U HpHoOpeTaTh HaBbIKM paboTel B KomaHJe Red/Blue. B »toit crarse
IIpeAcTaBAeHa MeTo40A0rsl pa3paborku naatdpopmer Cyberpolygon. Jasee, B pamkax Kubeproanrona
OBL10 ITpOBEAEHO DKCIIEpUMEHTAaAbHOe O0yUeHNe CpeAM CTYAEeHTOB BTOPOro roja obydenns B Astana IT
University, KOTOpoe [103BOASIET pelllaTh pealbHble 3ajadyl C IIOMOIIBIO KuOeprioanroHa. Tectuposanue
IIPOU3BOAUTEABHOCTY U U3ydeHMe I11aT(POPMBI IIPOBOANANCH METOAAMI CPaBHITEABHOTO aHAAM3a.

Karouesble caoBa: KubeprioAnroH, ysa3suMocty, redteam, blueteam, obpasosaTeabHas raatdopma,
KnbepaTaku, oOyueHmne kndbepOe30IacHOCTH, IPaKTUYeCKIe HaBbIKIA.
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«Tyamp1 Tycipy» Xapbicbl apkblabl Knbepkayiricisgik OOMbIHIIA OKBITY YIIiH
K1OeproanroH naaT¢gopMacbIiHbIH KOA4aHbIAYBIH CaAbICTBIPMAAbl TaaAay

Oaust O6aipaman’, Aaypa Aagamesa’, bexxxan Japmenos’, Taaaann6ex OmMmyp3akos’,
Aama 3akmuposa’
!Astana IT University, Acmana, Kasaxcman

Annoranus. Kubeprioauron — 0ya cTygeHTTepre KaciOu AaFAblaapAbl KaALIITacTRIPY MaKcaThIHAA
Kubepxkayincisgix Ooiipinia 6iaiMm Oepyre apnaaran naargopma. Ocpiran OaitaanbpicTel Astana |
KnbepiabyblajapAbl MalijadaHyAbIH 9pTYpAi BeKTopaapsl Oap KMOepIrIoAUroHALI 93ipaeyre OarbITTaAFaH
sko0ba Kypasl. bya sxoba oHHaH acTaM cTyAeHTTepre naatdopmasa 6ip yaksITTa SKyMBIC icreyre >koHe Red/
Blue xomMaHgacsIHAa XKYMBIC icTey JarAblAapbIH alyFa MYMKiHAIK Oepeai. bya makaaaga cyberpolygon
naatdopMachiH a3ipaey oagicremeci Oepiaren. Opi kapait, Kubeprnoamron mentepinge Astana IT
University-4e OKyABIH eKiHIII >XBIABIHBIH CTYJEHTTepi apachlHJa DKCIEPUMEHTTIK OKBITY OTKiziaai, 6ya
K1OepII0AMTOHHBIH KOMeTiMeH HaKThl MiHAeTTepAi ITelryre MyMKiHAIK Oepei. OHiMAi4iKTi Tekcepy KoHe
11aaTdpOpMaHbl 3epTTey CaAbICTEIPMaAbl Taajay daicTepiMeH XXy priziaai.

Tyiin ce3aep: KuOepHOAMIOH, OCaAABIKTap, KbI3blA OipaecTik, kek Oipaecrtik, 6iaiMm Oepy
naatdopmacsl, kubepiabyslajap, Kndepkayincisgikke yiipeTy, MpaKTUKaAbIK AaFAblaap.
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