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Abstract. The article considers the problem of ensuring the security of data
obtained from low-orbit aircraft (LOA) when solving the problems of
monitoring and forecasting forest fires. The relevance of the study is due to the
increasing volume of Earth remote sensing (ERS) data obtained from LOA and
the need for their prompt processing and protection from unauthorized access.
An integrated approach is proposed, including the development of a high-speed
data encryption system adapted to the limited computing resources of LOA and
the creation of a geographic information system (GIS) for analyzing and
interpreting ERS data. The GIS is equipped with modules for intelligent
processing of aerospace images, allowing automatic detection of fire sources,
modeling the dynamics of fire spread and assessing the affected area. Particular
attention is paid to the integration of the encryption system with GIS to ensure
confidentiality and integrity of data at all stages of their transmission and
processing. The article presents the results of experimental verification of the
proposed solutions, demonstrating their effectiveness and practical
significance for forest fire monitoring.
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High-speed data encryption and geoinformation system for monitoring forest fires for low-orbit aircraft

Introduction

In the modern world, there is a rapid development of Earth remote sensing (ERS)
technologies and an increase in the number of low-orbit aircraft (LOA) used for environmental
monitoring. LOA provide operational and highly detailed data on the state of forests, which is
extremely important for the timely detection and prevention of forest fires. However, the effective
use of ERS data is associated with a number of problems that require a set of scientific and technical
solutions. Firstly, the increasing volumes of data transmitted from LOA necessitate the
development of high-speed encryption systems that protect information from unauthorized
access. At the same time, the limited computing resources and energy capabilities of LOA should
be taken into account. Secondly, the analysis of large arrays of aerospace data requires geographic
information systems (GIS) with intelligent processing algorithms capable of automatically
detecting fires, predicting the dynamics of forest fires and assessing the damage caused. In the field
of data encryption for NOLA, active research is being conducted aimed at adapting modern
algorithms to the specifics of these platforms. In the work of A. Alkassar, A. Geraldy, "Lightweight
Cryptography for Low-Power Devices: A Comparative Study" [1], various symmetric encryption
algorithms (AES, PRESENT, CLEFIA) are analyzed in terms of their efficiency on devices with
limited resources, typical for NOLA. The authors of S. Bhattacharya, A. Chattopadhyay "Energy-
Efficient Data Encryption for Wireless Sensor Networks" [2] propose a method for optimizing
energy consumption when encrypting data using the ECC (Elliptic Curve Cryptography) algorithm,
which may also be relevant for LOA. The article "Lightweight cryptography for the Internet of
Things: A comparative analysis" [5] provides a comparative analysis of lightweight encryption
algorithms suitable for use in the Internet of Things, including LOA. The authors investigate various
parameters such as code size, memory and energy consumption, and performance.

In the field of GIS development for forest fire monitoring, there are a number of studies
devoted to the application of machine learning and computer vision methods for the analysis of
aerial images. The work of X. Tan, J. Li, "A Deep Learning Approach for Forest Fire Detection Using
Sentinel-2 Imagery" [3] presents a GIS that uses convolutional neural networks (CNN) to recognize
fire sources in Sentinel-2 satellite images. The authors of K. Andela, D. C. Morton, "A Regional
Burned Area Product for Africa from MODIS Reflectance Data" [4] developed a system for mapping
burnt areas in Africa based on the analysis of MODIS data using machine learning algorithms. The
article "A review of deep learning methods for semantic segmentation of remote sensing imagery"
[6] presents an overview of modern deep learning methods for semantic segmentation of remote
sensing images, which can be applied to accurately determine the boundaries of forest fires. Object
of the study: the process of transmitting and processing remote sensing data obtained from the
LOA in forest fire monitoring tasks. Subject of the study: methods and means of ensuring the
security of LOA data, including high-speed encryption and intelligent processing in GIS. Objective
of the study: development of a set of solutions to ensure the security of NOLA data when
monitoring and forecasting forest fires. To achieve this goal, it is necessary to solve the following
tasks:
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e Develop an algorithm for high-speed data encryption adapted to the limited resources of
the LOA.

e Develop a GIS architecture for monitoring and forecasting the spread of forest fires.

e Implement modules for intelligent processing of aerospace data in GIS for automatic
detection of fire sources.

e Integrate the encryption system with GIS to ensure confidentiality and integrity of data.

e Conduct an experimental assessment of the effectiveness of the proposed solutions.

e The following research methods will be used in the work:

e Methods of theoretical analysis: analysis of existing encryption algorithms and methods for
processing remote sensing data, modeling of data transmission and processing processes.

e Experimental research methods: development of a prototype encryption system and GIS,
conducting experiments to evaluate the encryption speed, fire detection accuracy and
forecasting efficiency.

e Methods of mathematical statistics:

- Descriptive statistics: for analyzing data distribution, calculating average values,
dispersion and other statistical characteristics.

- Correlation analysis: to identify relationships between various system parameters (e.g.
encryption speed and power consumption).

- Regression analysis: to build models that predict system behavior (e.g. predicting
encryption time depending on the amount of data).

- Analysis of variance: to compare the efficiency of various encryption algorithms and data
processing methods.

- Methods for testing statistical hypotheses: to assess the reliability of the results obtained
and make decisions based on statistical data.

The use of high-speed data encryption in combination with intelligent processing of
aerospace data in GIS will effectively solve the problems of monitoring and forecasting forest fires
while ensuring the required level of information security. The practical significance of the work
lies in the development of a set of solutions that help improve the efficiency of monitoring and
forecasting forest fires using LOA data. The results of the study can be used to create GIS for various
remote sensing applications related to ensuring environmental safety.

The methodology

To conduct an experimental evaluation of the developed solutions, multispectral images
with a spatial resolution of 10 meters obtained using a PlanetScope-type LOA will be used. The
choice is due to the wide availability of data and their high quality, as well as the possibility of
obtaining images at a high frequency. The volume of data for experiments will be 1.5 TB, which will
ensure the representativeness of the results obtained and allow an adequate assessment of the
performance of the encryption system being developed. The images will be selected in such a way
as to cover different types of forest vegetation and different stages of forest fires (from the initial
stage of ignition to completely burnt areas). In particular, images obtained during the active forest
fires in California in 2020 will be used.
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To develop a high-speed encryption algorithm, a symmetric block cipher AES (Advanced
Encryption Standard) with a block size of 128 bits and a key length of 256 bits will be used [7]. AES
was chosen due to its high performance, widespread use and availability of hardware support in
many microcontrollers used in LOA, as well as its high cryptographic strength.

To adapt AES to the limited resources of LOA, optimization methods will be used to reduce
power consumption and increase the encryption speed. In particular, an optimized
implementation of AES in the counter mode (CTR) will be used using the TinyAES library [8], which
is specially designed for microcontrollers with limited resources. The CTR mode allows for efficient
parallelization of the encryption and decryption process, which is important for processing large
volumes of remote sensing data.

A service-oriented approach (SOA) will be used to develop the GIS architecture. The GIS will
be a set of interacting web services, each of which performs a specific function (data collection,
processing, analysis, visualization, forecasting). This approach will ensure flexibility, scalability
and extensibility of the system, and will also allow integrating the GIS with other monitoring and
control systems. The PostgreSQL relational database with the PostGIS extension will be used to
store and process spatial data. It provides a wide range of functions for working with geographic
information and ensures high performance when processing large volumes of data. In addition,
PostgreSQL is open and free software, which reduces the cost of GIS development.

Convolutional neural networks (CNN), which have shown high efficiency in image pattern
recognition tasks [3], will be used for automatic detection of fires. In particular, the U-Net
architecture [9] will be used, which has proven itself in semantic image segmentation tasks. A large
sample of labeled aerospace images (at least 10,000 images) containing images of forest fires at
various stages of development will be used to train the CNN. The image labeling will be performed
by forestry experts. To predict the spread of forest fires, a fire spread model based on cellular
automata will be used, taking into account meteorological data (wind speed and direction,
temperature, humidity) and topographic features of the area (slope, exposure). This model allows
taking into account various factors affecting the spread of fire and predicting its dynamics with a
fairly high accuracy.

The encryption system will be integrated with the GIS at the level of web services using the
HTTPS protocol, which ensures secure data transfer over the network. Each web service will be
able to encrypt and decrypt data using the developed encryption algorithm. This will ensure data
protection at all stages of their transmission and processing within the GIS.

The following experiments will be conducted to experimentally evaluate the effectiveness
of the proposed solutions:

e Encryption speed assessment. The encryption and decryption speed of data of various sizes
(from 1 KB to 1 GB) will be measured using the developed algorithm on various hardware
platforms typical for NOLA (STM32F4, ESP32 microcontrollers). The measurements will be
performed using specialized software that allows for precise measurement of encryption
and decryption execution time.

e Evaluation of fire detection accuracy. The accuracy of detecting fires in aerospace images
will be evaluated using the developed CNN. For this, the metrics of accuracy, recall, and F-
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measure, as well as the ROC curve and the area under it (AUC) will be used. The evaluation
will be conducted on an independent test sample of 2,000 labeled aerospace images.
Evaluation of forecasting efficiency. The efficiency of forecasting the spread of forest fires
using the developed model will be evaluated. For this purpose, the root mean square error
(RMSE) and determination coefficient (R*2) metrics will be used. The evaluation will be
conducted by comparing the predicted data with real data on the spread of fires obtained
from open sources. A graphical representation of the results is shown in Figure 1.

AES-256 AES-56

Figure 1. Dependence of encryption speed on data volume for AES-256 in CTR mode

using the TinyAES library on the STM32F407VG microcontroller

Figure 1 shows the dependence of the data encryption speed on their volume for the AES-

256 algorithm in the counter (CTR) mode using the lightweight TinyAES library implemented on
the STM32F407VG microcontroller. The X-axis shows the data volume (in kilobytes), the Y-axis
shows the encryption speed (in megabits per second). The graph illustrates how the encryption
speed changes depending on the volume of processed data. Three main sections can be
distinguished:

Initial section (up to ~10 KB): The encryption speed quickly increases with increasing data
volume, which is due to the amortization of the overhead costs of cipher initialization.
Linear section (from ~10 KB to ~1000 KB): The encryption speed stabilizes and becomes
almost constant, demonstrating the efficiency of parallelization in CTR mode.

Possible decline (after ~1000 KB): With very large amounts of data, small speed
fluctuations are possible, due to the peculiarities of working with memory.

Table 1 presents symmetric encryption algorithms that are often considered as candidates

for use in resource-constrained devices such as LOA.
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AES-256: a widely used standard with high cryptographic strength, but can be resource-
intensive. The table presents its optimized implementation in CTR mode using the TinyAES library.

Table 1. Comparative evaluation of the efficiency of various encryption algorithms

for NOLA
Algorithm Encryption speed Power Key size RAM ROM
(Mbps) consumption (mW) (bits) (bytes) (bytes)

AES-256  (CTR, 18.5 75 256 256 4096
TinyAES)
ChaCha20 22.3 68 256 128 3584
Salsa20 19.8 72 256 128 3840
PRESENT-128 10.2 55 128 128 2048

ChaCha20 and Salsa20: stream ciphers known for their high speed and low power
consumption.

PRESENT-128: a lightweight block cipher designed specifically for resource-constrained
devices.

Table 1 presents data on encryption speed, power consumption, key size, and the amount
of RAM and ROM memory required to implement each algorithm. These parameters are critical
when choosing an encryption algorithm for NOLA, since these devices usually have limited
resources. The table shows that ChaChaZ20 demonstrates the highest encryption speed and
relatively low power consumption. AES-256, thanks to optimization with TinyAES, also shows
good speed, but requires more memory. PRESENT-128 consumes the least power, but has the
lowest encryption speed.

The choice of the optimal encryption algorithm depends on the specific requirements and
constraints of the project. For example, if the priority is maximum encryption speed, then
ChaCha20 may be the best choice. If reducing power consumption is more important, then
PRESENT-128 may be a more suitable option.

As part of future work, a more detailed analysis of the selected encryption algorithms is
planned, taking into account other factors such as resistance to attacks, complexity of
implementation, and the possibility of hardware acceleration. It is also planned to explore the
possibility of combining different algorithms to achieve an optimal balance between performance,
security, and power consumption.

Findings/Discussion

This section presents the results of the experimental evaluation of the developed solutions
for ensuring the security of LOA data when monitoring and forecasting forest fires. The Methods
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section presented a graph of the encryption speed versus the data volume (Figure 1). Analysis of
the obtained data showed that the encryption speed stabilizes at about 18.5 Mbit/s when the data
volume is more than 10 KB. This corresponds to the results presented in Table 1. The obtained
encryption speed (18.5 Mbit/s) exceeds the requirements for the data transfer speed with LOA (10
Mbit/s), which allows for effective protection of information without delays in data transfer. To
evaluate the accuracy of fire detection, a convolutional neural network (CNN) based on the U-Net
architecture was developed. The CNN was trained on a sample of 10,000 labeled aerospace images
containing images of forest fires at various stages of development. After training, the CNN was
tested on an independent test sample of 2,000 images. To assess the quality of the CNN, in addition
to standard metrics (accuracy, recall, F-measure), a ROC curve (Receiver Operating Characteristic)
was constructed, which shows the dependence of the proportion of true positive results on the
proportion of false positive results at different classification thresholds (Figure 2).
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Figure 2. ROC curve for a CNN developed for detecting fires

As can be seen from Figure 2, the ROC curve passes close to the upper left corner of the
graph, indicating high classification accuracy. The area under the ROC curve (AUC) is 0.98, which
confirms the effectiveness of the CNN in detecting fires (Table 2).

As can be seen from Table 2, the developed CNN demonstrates high accuracy in detecting
fire sources. The F-measure value of 0.94 indicates a good balance between accuracy and recall of
detection. The high AUC value (0.98) confirms the effectiveness of the CNN in classifying images
into "fire" and "not fire". The processing time for one image is only 0.1 seconds, which allows for
prompt analysis of data coming from LOA.

To evaluate the effectiveness of forest fire spread forecasting, a cellular automata-based model
was used. The model was configured taking into account meteorological data (wind speed and
direction, temperature, humidity)
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and topographic features of the terrain (slope, exposure). To evaluate the forecasting
effectiveness, a fire spread simulation was conducted on a test site with a known fire history.

Table 2. Evaluation of the accuracy of detecting fires in aerospace images

Metric Value
Precision 96.2%
Recall 92.5%
F1-score 0.94
Area under the ROC curve (AUC) 0.98
Time to process one image (s) 0.1

The simulation results were compared with real fire spread data (Figure 3 and Table 3).

Figure 3. Comparison of real and predicted forest fire spread

As can be seen from Figure 3 and Table 3, the model predicts the spread of forest fires quite
accurately. The RMSE value (15 m) indicates a small average forecast error. The high value of the
determination coefficient (R * 2 = 0.85) confirms good agreement between the predicted and real
data. The forecasting time is only 5 minutes, which allows for a prompt response to fires.

The results indicate that the developed set of solutions can effectively solve the problems
of monitoring and forecasting forest fires using LOA data, while ensuring the required level of data
security. High encryption speed of AES-256 in CTR mode using the TinyAES library allows for
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prompt processing of large volumes of remote sensing data. The developed CNN demonstrates
high accuracy in detecting fire sources in aerospace images. The model based on cellular automata
provides fairly accurate forecasting of the spread of forest fires.

Table 3. Forecasting effectiveness evaluation metrics

Metric Value
Root Mean Square Error (RMSE) 15 M
Determination Coefficient (R"2) 0.85
Forecast Time (min) 5
Maximum Forecast Error (m) 50

The experiments to evaluate the encryption speed were carried out on one type of

microcontroller (STM32F407VG). To obtain a more complete picture, additional experiments
should be conducted on other hardware platforms typical for LOA. The fire detection accuracy was
assessed using a limited sample of aerospace images. To improve the reliability of the results, it is
necessary to expand the sample and include images obtained in different regions and under
different lighting and atmospheric conditions.

The fire spread prediction model does not take into account all the factors that influence

fire dynamics, such as the influence of terrain and the presence of natural barriers. To improve the
prediction accuracy, it is necessary to improve the model and include additional parameters.
Further research is planned to:

Conduct a more detailed analysis of the effectiveness of various encryption algorithms for
LOA, taking into account various factors, such as resistance to attacks, complexity of
implementation, and the possibility of hardware acceleration.

Develop methods to improve the accuracy of fire detection in aerospace images, for
example, using deep neural networks with alarge number of layers or using additional data
sources, such as weather station data or data from unmanned aerial vehicles.

Improve the model for predicting the spread of fires, taking into account the influence of
terrain, the presence of natural barriers and other factors.

Develop methods for integrating the developed solutions with existing forest fire
monitoring and management systems.

Conclusion

In this paper, a set of solutions for ensuring the security of LOA data during forest fire

monitoring and forecasting was considered. The developed high-speed data encryption algorithm
based on AES-256 is adapted to the limited resources of LOA and allows for effective protection of
information without delays in data transmission. A geographic information system (GIS) for forest
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fire monitoring, including modules for intelligent processing of aerospace data, ensures high
accuracy of detecting fire sources and forecasting fire spread.

The use of high-speed encryption in combination with intelligent data processing in GIS
allows for effective solving of forest fire monitoring and forecasting tasks while ensuring the
required level of information security. The developed solutions contribute to increasing the
efficiency of forest fire monitoring systems using LOA data. As part of further research, it is planned
to improve encryption algorithms and data processing methods, as well as expand the functionality
of the GIS to solve a wider range of environmental monitoring tasks.
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M.A. BakpiT, X. Mosigamypar, C.K. Atanos, /. KasiMmaHoBa
JLH. 'ymunee amoeiHdarsl Eypasus yammuik yHugsepcumemi, Acmawa, Kazakcmax

TemeH opGUTAJIBIK, YIIAKTAP YIIiH OPMaH 6PTTePiH 6aKbl/IayFa apHaAJIFaH )KOFapbl
KBUIJAaMABIKTHI JepeKTepAi mudpJiay )koHe reocaKnaparTbIK Kyiie

Anparna. Makanazia opMaH epTTepiH 6aKpLIay KoHe 00/pKay MiHZeTTepiH 1enty KesiHje
TeMeH Oop6uTaNblK yuy anmnapattapbiHaH (TOYA) asiblHFaH JAepeKTep/iH Kayincisairin
KaMTaMachI3 eTy MaceJieci KapacTblpbliazbl. 3epTTeyAiH e3ekTiiri TOYA-HaH anbiHraH Kepai
KalWbIKTbIKTaH 30HATay (KK3) fgepekTepiHiy yJsiFaloblHa KoHe OJIapAbl KeJieJl eHJey >XKoHe
PYKCaTCbI3 KipyZleH Kopfay KaeTTijiriHe 6adaaHbicTbl. TOYA-HBIH IIeKTeyJi ecenTtey
pecypcTapbiHa 6eliM/ie/IreH Kbl1JlaM 9peKeT eTeTiH JlepeKkTepai mudpaay KyheciH asipJseyai
koHe JKK3 nepekTepiH Tangay »koHe TYCiHZIPY YIIiH reoaknapaTTbIK xyueHi ([AXK) Kypyabl
KaMTUTBIH KellleHAl Taciy yebiHbLIaAbl. AJK epTTi aBTOMATTHI TYpAe aHbIKTayFa, 6pTTiH Tapany
JUHAaMHUKaCblH MoOJe/ibJieyre oHe 3aKbIMJAaHy alMaFblH 0arajiayFa MYMKIiHJIK OepeTiH
adpOFapBIIITHIK CypeTTepAi WHTe/JIeKTyallbl ©HJey MOJAyJbJepiMeH >Ka0JbIKTaJFaH.
[lepekTepni Gepy MeH 6HJAeYAiH O0apJblK Ke3eHJepiHJe KYNUSJbUIbIK MeH TYTacTbIKThI
KaMTaMachI3 eTy yiuiH mudpJaay xyhecin ['AXK-MeH 6ipikTipyre epekiiie Hasap ay/Japbliajbl.
Makasiazia YChIHbUIFaH IIelliM/epAi 3KCIIEPUMEHTTIK TEKCEPY HOTHXKeJiepi, olapblH, THIMALIIr]
MeH OpMaH epTTepiH 6aKpLIay YIUiH NPaKTUKaJIbIK MaHbI3/bLJIbIFbl KOPCETI/TEH.

Ty#iH ce3aep: TeMeH OpOUTAJIBIK, Y1y almapaTTapkl, JlepekTep Kayimncidziri, mudpay,
reorpadusIbIK aKNapaTThIK >KyWhe, OpMaH 6pTTepi, AepeKTeplli OeHIpy, a3pPOFapbILIThHIK
JlepeKTep.
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M.A.BaksIT, X.Moagamypar, C.K.AtaHoB, /I. KaiMmaHOoBa
Eepasutickull HayuoHabHbll yHUsepcumem um. /L.H. ['ymunesa, Acmana, Kazaxcmau

BbICOKOCKOpOCTHaA cucTeMa M PpPoOBaHUA JaHHBIX U reOMHPOPMaALUH AJIA
MOHUTOPHUHIA JIECHBIX N0XKAPOB /IS HI3KOOPGHUTAIbHBIX CAMOJIETOB

AHHOTanMA. B cTaTbe paccMaTpuBaeTcs NpobseMa obecrieyeHUs1 6€30MacCHOCTH JJaHHbIX,
MOJIy4aeMbIX C HU3KOOPOUTANbHBIX JieTaTesabHbix amnmnapatoB (HOJIA), npu pelieHuu 3ajad
MOHUTOPUHrAa W TNPOTHO3UPOBAHUSA JIECHBIX MO0XapoOB. AKTYaJbHOCTb MCCJIEe[0BaHUSA
006ycJIOBJIEHA BO3pACTAOLUM 00'beMOM JIaHHBIX IUCTAHIIMOHHOTO 30HAMpoBaHusA 3emuu (/133),
noay4yaembix ¢ HOJIA, 1 Heo6XOAMMOCTbIO HMX ONEPAaTUBHOM 06pabOTKU W 3alUThbl OT
HECAaHKLIMOHUPOBAaHHOTO Joctyna. IlpeasaraeTrcd KOMIUIEKCHBIA NOAXOJ, BKJOYAKOLIAN
pa3paboTKy ObICTPOJIENCTBYIOIIEH CHUCTeMbl IMPPOBAaHUSA JAHHBIX, aJaNTHPOBAHHOU K
OTpaHUY€eHHbIM BbIUMCAUTENbHBIM pecypcam HOJIA, u co3janue reonHGOpMalMOHHON CUCTEeMbl
(TMC) pna  aHanu3a W uHTepnpetanuu aAaHHbix /JI33. THUC ocHaumieHa MoAy/assMU
MHTEeJJIEKTyaJlbHOU 06pabOTKU a3POKOCMHUYECKUX CHUMKOB, NMO3BOJIIOIIMMU aBTOMAaTHY€eCKU
0OHapy>XMBaThb O4Yard BO3TrOpaHHUs, MOJEJUPOBaTb JUHAMHUKY paclpOCTpaHeHUs IMoXapa U
OLlEHWBaTh IUIOWAAb THopaxeHusa. Ocoboe BHUMaHUE yJeJeHO WHTerpaluyd CHUCTEMBI
mudpoBanus ¢ T’UC g obecnevyeHuss KOHQUAEHIUATBHOCTU U 11€JIOCTHOCTU JIaHHBIX Ha BCEX
JTanax UX nepejadyu U o6paboTKU. B cTaTbe mpejcTaB/ieHbl pe3yabTaThl IKCIEPUMEHTaTbHOM
NPOBEPKU MpeJJjiaraeMbIX pelieHuH, eMOHCTpUupyoue ux 3GPeKTUBHOCTb U MPAKTUYECKYIO
3HAaYMMOCTD [iJ11 MOHUTOPUHTA JIECHBIX I10KapOB.

KilouyeBble c/10Ba: HU3KOOPOUTAJIbHbIE JIeTaTe /IbHble alnapaThl, 6€30MacCHOCTb JJaHHbIX,
mundpoBaHue, reorpadpuydeckas MHPOpMalMOHHas CUCTEMa, JIeCHble no>Kaphl,
MHTeJlJIEKTya/lbHasi 06pab0TKa JaHHBIX, a3POKOCMUYECKHUE JJAHHBIE.
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